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Symbian OS support for writeable static data in DLLs

1 Purpose and Scope
Symbian’s new Real-Time Kernel (EKA2) introduces support for DLL global writeable static data (WSD).

There are very few cases where native Symbian OS C++ code can justifiably include global writeable static
data. However WSD is widely used extensively in other less resource constrained operating systems, so
this feature may be justified when porting code from other systems.

Symbian strongly recommend that static data should only be used when its costs and limitations are well
understood, and all other alternatives are impractical. Global writeable static data in DLLs is expensive in
terms of RAM and chunk resource usage, and creates tight constraints on what can be done with the
Symbian OS Emulator. These costs and limitations are documented in section 4.

This document includes a definition of WSD, the alternatives to using WSD, and the costs and caveats.
Section 5 includes some explanations of our implementation, in the form of frequently asked questions.
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2 Introduction

2.1 What is global writeable static data?

Global writeable static data (WSD) is any per-process variable which exists for the lifetime of the process.
In practice, this means any globally scoped data - data that is declared outside of a function, struct, or
class, and function scoped static variables.

TBufC<20> fileName; //WSD
void SetFileName ()

{
static Tint iCount; //WSD

}

A common misapprehension is that “const” global variables are read-only data rather than global writeable
static data [R1]. This is true for const objects with trivial constructors. However if a const class has a non-
trivial constructor, the const object will require a real variable and must be stored as WSD. For example:

const TInt myVariable=..; //OK - truly const
const TPtrC KSomeConstPtr=...; //NOT OK - non trivial constructor
const TRgb KSomeConstCol=...; //NOT OK - non trivial constructor

2.2 Support for global writeable static data on Symbian OS
Symbian OS supports global writeable static data in EXEs on all versions and handsets.

The EKA2 kernel introduces support for WSD in DLLs on target hardware. EKA1 does not, and will never,
support global WSD in DLLs.

The mapping between kernel, Symbian OS version, and support for global writeable static data is
summarised in the table below.

Kernel | Symbian OS version DLL | EXE
EKA1 | Symbian OS v6.1, v7.0, v7.0s, v8.0a v8.1a No | Yes
EKA2 | Symbian OS v8.0b, v8.1b Yes | Yes

2.3 Alternatives to using global writeable static data
Native Symbian OS C++ code rarely uses WSD.

However code ported from other operating systems may contain large amounts of static data. For
example, code written in the C programming language often makes use of WSD as the “glue” between C
function calls.

In EKA1, WSD is not supported, so there is no choice but to use the alternative mechanisms provided by
Symbian OS to port such code. Even in EKA2 where global data is supported, Symbian recommends that
it only be used as a last resort.

The following sections describe the alternatives that can be used to port code that makes use of global
writeable static data.

2.3.1 Use thread-local storage (TLS)

Thread Local Storage (TLS) is a single per-thread word that can be used to simulate global writeable static
data.
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All the static data in the DLL is grouped into a single struct or class. On creation of the thread, an instance
of the thread is allocated on the heap and a pointer to this data is saved to TLS (using D11::SetT1s ()).
On destruction of the thread the data is destroyed. Throughout the DLL the code references the TLS data
(using D11::T1s () ) rather than the original global writeable static data. How this is done is described in
detail in [R2].

2.3.2 Wrap in a server
Symbian OS supports writeable global static data in EXEs.

A common porting strategy is therefore to wrap the code in a Symbian server (which is an EXE), and
expose its API as a client interface.

2.3.3 Move global variables into your classes

With relatively small amounts of code, it may be possible to move most global data inside classes.

3 Enabling global writeable static data

In order to enable global writeable static data on EKA2, simply add the EPOCALLOWDLLDATA (case
insensitive) to your MMP file:

TARGET my.dll
TARGETTYPE d1l
EPOCALLOWDLLDATA

4 WSD: Costs and caveats

41 EKA2 Emulator only allows a DLL with WSD to load into a single process

The Symbian OS EKA2 Emulator only allows a DLL with WSD to be loaded into a single process. The
reasons for this limitation are discussed in 5.2.

This is a very serious restriction. If you have a shared DLL with WSD, then the second process that
attempts to load it in the emulator will fail with KErrNotSupported.

For reasons described in 5.3.1, the Emulator will allow WSD in DLLs even if EPOCALLOWDLLDATA is not
declared in the mmp file. However the data will be truly global — there will be one copy for the entire
emulator rather than one copy for each emulated process. The only restriction is that if the data’s
initialisers call any Symbian OS kernel functions (i.e. executive calls) the emulator will fault.

4.2 RAM usage for WSD data chunk

When a process loads its first DLL containing WSD it creates a single chunk to store the data. The data for
subsequent WSD enabled DLLs is loaded into the same chunk.

The data chunk will occupy at least one 4K RAM page (the smallest possible RAM allocation), irrespective
of how much static data is required. Any memory not used for WSD will be wasted. Since the memory is
per-process, the memory wastage on the machine is:

(4Kb - WSD Bytes) x number-client-processes

It is very easy for a developer to add a few words or WSD to their DLL thinking that’s all the memory that
they are using. However the cost is actually 4K for every process if a DLL with WSD has not already been
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loaded into the process. If for example the DLL is used by 4 processes, that’s potentially an “invisible” cost
of 16K.

The largest possible amount of wastage is 400Kb - calculated by assuming that there are 100 processes
running on the device, each loading a single DLL with 1 byte of WSD.

4.3 Chunks are a finite resource on ARMv5

Every process loading WSD enabled DLLs uses a chunk to hold the data. On ARM v6, there is no chunk
limit, and this is not an issue.

However on ARM v5, EKA2 has a hard coded limit of 16 chunks-per-process; a limit that is required to
ensure real-time behaviour. Programs using more than 16 or more chunks need to be aware that 1 will
already have been used for WSD.

4.4 ARM architecture 4 & 5 specific costs and limitations

There are other significant costs that apply only to DLLs that link against “fixed processes”. Fixed
processes are a feature of ARM v4 or v5 architecture only; the following behaviour does not apply to
devices based on the ARMv6 architecture.

4.4.1 Non Execute-in-place DLLs

For non-execute-in-place (non XIP) DLLs an additional code chunk is required for every fixed process
which links against the DLL.

So imagine a 20Kb DLL (with a few bytes of WSD) that is loaded into 4 normal “non-fixed” processes, and
2 fixed processes. The (static) memory consumed is:

Code chunk shared by all moving processes = 20 Kb

Code chunk for each fixed process loading the DLL = 40 Kb

Data chunk for each process loading the DLL = 6x4Kb = 24 Kb
So to allow a few bytes of WSD there is a 64Kb increase in consumed memory! Note that the 20Kb code
chunk shared by all processes is consumed whether or not WSD is enabled.

4.4.2 Execute-in-place DLLs

For XIP DLLs there is no additional RAM cost other than the size of the WSD itself, rounded up to the next
multiple of 4KB.

However:
e An XIP DLL can be loaded by any non-fixed process, OR

e it may be loaded by a single fixed process (and therefore cannot be loaded by any other
processes whatsoever)

The ROM build fails if a DLL with static data links to a fixed process and any other process.

4.5 A few specific DLLs cannot have WSD

DLLs that are required to initialise the file server cannot have WSD, e.g. HAL.DLL, EUSER.DLL,
EFSRV.DLL.

4.6 Limit on the number of DLLs in a process with WSD

The number of DLLs with WSD in a process is limited only by the address space available for the writeable
static data.

Fixed processes on the moving model (ARM architecture 5) have an address space 1MB for WSD. Moving
processes on the moving model, and all processes on the multiple model, have an address space of
MIN(RAM_SIZE/2, 128MB), where RAM_SIZE is the total size of RAM on the device.
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5 Frequently asked questions

5.1 How does Symbian’s WSD implementation work
5.1.1 For moving processes

Symbian OS supports a moving memory model, in which the data for a process is moved into a fixed
virtual address space (the “run section”) when the process is active, and then back into the processes
‘home” section when another process is active:

e The data of processes in the “home section” is uniquely addressed both in terms of physical RAM
pages, and in the MMU virtual address space. The data is protected from other processes, except
for the Kernel.

o The data of processes in the run section occupies the same virtual address space as all other
processes when they run (the MMU moves the physical RAM pages into the appropriate virtual
address space).

When a DLL with WSD is loaded (or at ROM build time), its code is fixed to point to static data at specific
addresses. In order to ensure that only a single copy of the DLL code is required, Symbian’s moving-
process WSD implementation ensures that the virtual addresses of static data is the same across every
running process.

The way this works is:

1. A specific address space is reserved for a per-process static data chunk. This chunk is to be used to
hold all the static data for all the DLLs loaded into the process.

2. At ROM build time the kernel reserves specific addresses within the static data chunk for all the WSD
in all the ROM loaded DLLs. The addresses for ROM based DLLs are reserved from the top of the
static data chunk address space to the bottom.

Note that static data addresses for RAM based DLLs are reserved when the DLL is first loaded into
any process. In this case, addresses are reserved from the bottom of the static data chunk address
space.

3. When the first DLL with WSD is loaded into a process, a static data chunk is created to hold the static
data for all DLLs that are loaded into the process.

4. Any global static data in the DLL is written to its specific reserved addresses. Note that addresses are
reserved for that particular static data across all processes; if the DLL is loaded into another process,
any static data will get the same virtual address.

5.1.2 For fixed processes

A fixed process is one in which the process data does not move; code is run on process data stored in the
process “home section”.

Since the static data for every fixed process is uniquely addressed, and a DLL can only point to a single
address for its data, the implication is that a separate copy of the DLL code is required for every fixed
process that loads the DLL.

The restrictions listed in section 4.4 directly result.

e For XIP based devices the DLL code chunk address is fixed at ROM build time, and there can only
be one copy of the DLL code. Therefore the DLL code can address the data in either a single fixed
process or the virtual address used by all moveable addresses.

e For non-XIP based devices the DLL is run from RAM, and the loader is able to fix-up the address
that a DLL expects its data at load time (rather than ROM build time). Therefore in this case the
loader creates a separate copy of DLL code for each fixed process that loads the DLL and a single
copy shared by all moving processes.
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Notes:

Fixed processes are not supported or required on ARM v6 architectures. This discussion only applies to
devices based on ARMv4 or v5. On ARM architecture 6 each DLL with WSD has a reserved address,
similar to the ARMv5 moving process case. However there is no ‘home section’ and memory is not
relocated between low and high addresses on a context switch. Instead, each process uses its own set of
page tables for the bottom half of virtual address space.

5.2 Why does the EKA2 Emulator only allow a DLL with WSD to load into a single
process?

Symbian OS permits a DLL with global data to be loaded into only one Symbian OS process. This
limitation is a result of the way the Emulator is implemented on top of the Windows process model.

On EKA2, separate Symbian OS processes are emulated within a single Windows process. To preserve
Symbian OS semantics there should be one copy of the global data for each emulated process. However
this is not possible since a DLL on the emulator is just a Windows DLL; Windows gives it a single copy of
any global data it needs when it is loaded.

5.3 What happens if ‘epocallowdlldata’ isn’t declared for a DLL with WSD?
5.3.1 On the EKA2 Emulator

Most constant data should be treated by the compiler as read-only rather than writeable static data (the
exception is when the const data has a non-trivial constructor, so a real variable is required during
initialisation).

Unfortunately, different compilers sometimes treat const data as WSD. For example, CodeWarrior puts it in
writeable data and initialises it at run time. MSVC generally puts it into read-only data, but occasionally
puts it into writeable data.

As most DLLs have const data, this means that the compilers have “accidentally” created WSD in almost
every DLL. Symbian cannot therefore rigorously enforce the “single process can load a DLL with WSD”
rule, as the Emulator would not work.

On the EKA2 Emulator, the workaround Symbian have implemented is to recognise two types of DLL
global data:

o 'Deliberate’ global data is where the programmer specifies that they want DLL global data (using
the 'epocallowdlldata’ keyword in the MMP file. In this case any global data in the DLL is assumed
to be deliberate, and the “DLL loaded into one-emulated-process” rule applies.

e ‘Accidental’ global data is the data introduced by the compiler with no encouragement from the
programmer. If epocallowdlldata is absent, global data is assumed to be accidental and the rule
does not apply. Note that the global data includes both const and non-const static data; there is no
way to tell the compilers to only apply it to non-const data — if we could do that then we could force
correct handling of const static data.

In order to prevent abuse of this workaround there are restrictions on what can be done with accidental
global data; specifically, the Emulator will fault if any of the global data’s initialisers attempt to call Symbian
OS kernel functions (i.e. executive calls).

Note that there is only one copy of the global data. Therefore it is possible for two processes to write to the
same ‘accidental” global data (causing undefined behaviour). The “DLL loaded into one-emulated-process”
rule prevents this being a problem for deliberate global data.

5.3.2 On the EKA1 Emulator

The EKA1 emulator has no concept of separate Symbian OS processes. Global data is allowed on the
Emulator as there is only one copy of any global data.

Developers often have problems when porting to real hardware, which does not support this type of data.
This is discussed in the following section.

COPYRIGHT © SYMBIAN SOFTWARE LTD. 2005. PAGE 7 OF 10
ALL RIGHTS RESERVED.



SYMBIAN OS SUPPORT FOR WRITEABLE STATIC DATA IN DLLS sym b.a n

5.3.3 On real hardware

On either EKA1 or EKA2, the compiler will fail the build with an error indicating that the code has initialised
or un-initialised data. See [R4] for information on how to locate the cause of these errors.

5.4 Can Kernel DLLs have WSD

Yes, WSD is supported for kernel DLLs in both EKA1 and EKA2 (through alternative mechanisms to those
described in this paper)

Of course, kernel DLLs are guaranteed to be loaded into only one process, so the per-process
multiplication of RAM usage does not apply. EKA2 will work correctly with global data in any kernel DLL.
However EKA1 does not call constructors for global C++ objects in kernel extensions or device drivers,
and does not call destructors for global C++ objects in device drivers at driver unload time.

See [R6] for more information.

5.5 Is there any limit on the number of DLLs in a process with WSD

This is covered in section 4.6.

6 Summary

WSD in DLLs is not, and never will be, supported on EKA1 based versions of Symbian OS. However WSD
in DLLs is supported on EKA2.

Symbian strongly recommends that WSD only be used when porting code with WSD from other operating
systems, where the cost of using the other alternatives is prohibitive.

7 Further Information

7.1 People
Role Person / People
Reviewers Dennis May, Nick Johnson, Nishaat Rajabali, Roderick Burns
Contributors Alex Wilbur

7.2 References

No. Document Reference Version Description
[R1] | FAQ-0128 Don't be misled by const static data that isn't really
http://www3.symbian.co const
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1B9C3?0penDocument
[R2] FAQ-0852 How can | use Thread Local Storage to maintain static

i ?
http://www3.symbian.co datain a DLL*

m/faq.nsf/0/A4F7D192E

COPYRIGHT © SYMBIAN SOFTWARE LTD. 2005. PAGE 8 OF 10
ALL RIGHTS RESERVED.


http://www3.symbian.com/faq.nsf/0/48EC9738F76B1EA480256A570051B9C3?OpenDocument
http://www3.symbian.com/faq.nsf/0/48EC9738F76B1EA480256A570051B9C3?OpenDocument
http://www3.symbian.com/faq.nsf/0/48EC9738F76B1EA480256A570051B9C3?OpenDocument
http://www3.symbian.com/faq.nsf/0/48EC9738F76B1EA480256A570051B9C3?OpenDocument

SYMBIAN OS SUPPORT FOR WRITEABLE STATIC DATA IN DLLS

symbian

No. Document Reference Version Description
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50BDD?0OpenDocument
[R3] | FAQ-1089 Process local storage : How can | use TLS to
Extranet-onl implement writable global data which is shared
y between threads in the same process?
[R4] | FAQ-0329 How can | find the "uninitialised data" in my DLL?
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m/faq.nsf/0/CABFD04B3
72CCCB180256A57005
1B932?0penDocument
[R5] FAQ-0938 Can | use writeable static data in a multi-threaded
http://www3.symbian.co context in Symbian OS?
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4AAE?OpenDocument
[R6] FAQ-1105 Can | have writeable static data in my LDD, PDD, or
Extranet-only kernel extension?
[R7] | FAQ-907 Why doesn’t Symbian OS support writeable static
http://www3.symbian.co data (EKAT)
m/faq.nsf/0/71C212DB0
6DCE71380256D6E005
AD2A87?0penDocument
7.3 Open Issues
None
7.4 Glossary
Term Definition

Execute in place (XIP)

Execute in place. On an XIP “ROM” the ROM memory is mapped into the
process address space. Code is executed directly from the ROM. NOR flash is
XIP memory.
Non XIP ROM is not mapped into the process address space. Code is loaded
into RAM before being executed.

Chunk

A collection of physical RAM pages mapped to contiguous virtual addresses. In
EKA2 a process may have only 8 chunks.
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